DI Sgam& m@ T

Sr, Infrastructu:e Sup port
Isis Pharmaceuticals, Inc.

Whe

= European based security company

® German division creates the Offline updates
disk (c't Projekte - Offline-Update)
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What

Manage Windows updates without an internet
connection

Downloads updates for Windows 2000, XP and
Server 2003 from Microsoft's servers

Create patch packages on CD, DVD, USB drive

Can combine all - W2k, W2k3, and XP updates
to single DVD or USB Device

When

Used to patch compromised lab machines
running windows 2000 (lab equipment
software missing)

Patch new VPN server prior to connected it to
the DMZ

Deploying new images for laptops
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Where

@ http://www heise.de/ct/projekte/offlineupdat

Version

Deatum

Nea

4.06.07

New Direlter Download der TE6-Instafiati

Neu: Ausschluss von Updates, die bereits im Service Pack enthalten sind
Neu: Patches fir den IE7

Neu Verbesserung der ISO.Filter

Fix: Verbesserung der Unterstitzung von % TEMPY%-PEaden mit Sonderzeichen

= Goo le search- Offline updates

ake- [ Translale Ih_Lg_ ]

Sknp(sammlung Omlne I.Ipdato 3.0 tadt sAmtllche Updales far W’ndm 2000

auch ohne | dhabbar: Unsere

@ http:/ /blog.team-studer.com/jon/?s=offline

ay 7. z U7
TY Service Pack
[iled under Yiiling Yindows —

jon @ 102 pra

Why

= Fresh install of XP SP2 requires approx 80+

updates

@ Server 2003 requires almost as many

m SP3 for Windows XP currently planned for 1H
CY2008. This date is preliminary.

= Un-patched systems pose significant security

risk
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How to build

Download latest version (3.12 as of 06/07/2007)

Unzip to location with minimum 3 gigabytes

available

Execute DownloadStarterGUIexe
e DownloadStarterGULexe

Asdet
Download Microsont updates for...

How to build

2000

Windows Servef 2003

Create 180 image{s),..

[@English ~ [F]Geman. ] Duich
VANEOWS X | -oevor oo e
{@English [Fleaman - [l Dutch

@l English £joeman - E£10utch

1 er salactad platforn and language (CD)

TlSpanish [FFrench - F]Porlugusse [F]Brazilian

Flapanish  FlFranch = [FPortugusse FlBrazllan

Eispanish  ElFrench  F]Portuguese  [18razlian

v iker gelaclad langual

8- platfor

i ner selected platform, multi-lingual (OVD)
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Devwnload Microsoft updates for...
- WiRdoWs 2000 - oo
English Qaiman

Y Franch

EiDuten

WirldGws XP--- - e e
[@English - Floeman . P10itch . Plgpanish: . ElFrénch

\MnumvstarZOlla i .
[#lEnglish.- - Floemnan: . ElDutch

§ {E)8panish IEIFreﬁth

Create [BO: image(s)... 5

i per salacled plaﬂnry’n and language (CD)

{3 per seiectedtunguags; craas-plalloim (VD) «
Flper seleclau platform, mutti-lingual (OVD}

How to build

@ Determines Updates needed

Windaou

i ..
Wk vpdat VoFiTe pachegu el .
at< paction lunpl - Ue oML
[VET T

Cabinel uou

iy s ropepae

i CoEsneaetion Tl - Mirecson SBT3
$U Rurp. DBII-1#9Y
M
vl g

sraining iy
Vhiad ey wslat

ey ap b
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How to build
+ Builds .iso

WEer ouerl lows in fhe 0§

anat
QL
/

din A7
doe AT
dun U
dun w7
dun AT
Jun BY
Jun b 2ul)
Jun M7 S,
Jim H7? 5
RIS
m 8
Jun 17
Jun @47

@ Dawnlosd /image creation successFul.

How to build

@ Directory Structure
@ Drive:\ctupdate312\ctupdate30\
:ghin

_E client

_ﬁ cmd

xﬂ exclude

_§ histary

a,H iso

ﬁ static

ﬁ xslt

[:] DownloadStarterGULau3
°Download8tarterGUI.exe
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How to build

- Burn .iso to disk

! Date modified Type Size

oo 6/1/2007 10:22AM ' ISO File 1,504,242 K9

6/142007 10:48 AM  ISO Fite 591,872K8
B P /172007 10:43AM 15O Fite 410,056 K8
Bn §/1/2007 10:44 AN * ISO File 637,276 KB

How to build

« Copy to a shared location or USB drive

un

Date modified

Favarite |

: Type

§/7/2007 W36 AM - File Falder

E 0. )
6/1/2007 W35 AW - File Foider
K. /772007 10:36 AM  File Folder
B 6/1/2007 036 AM File Folder
M. 6/7/2007 10:36 AM File Folder

6/7/2007 10:38 AM  Fite Folder
6/772007 10:37 AM . File Folder
6/1/2007 10:38AM  * File Folder
dbwaus 67772007 10:47 AM File Folder

i wop 6/7/2007 1038 AM _ File Folder
FAvtorun.in 18/2007 136 PM - Setup Information
6/7/2007 10:47 AM  : Text Document
/1872007 136 PM  Windows Comma...
472372007 10:38 AM - AU3 File

67172007 1155 AM Application

Folders

Update.cmd
[} UpdateStarterGULau3
©UpdatearterGULexe
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How to Install

@ Double-click on UpdateStarterGUILexe

@ Insert CD or DVD with one of the ISO images
recorded on it (start from the autoplay
function)

= Installation may require several reboots

| updates on your computer.
] [ZlBack up existing system files
[l Avtomatic rebool and racall
Show log file

How to Install

= Automatic reboot and recall script reboots the PC
where necessary, then resumes work following the
reboot

m Creates temporary administrator account called
"WSUSAdmin", & assigns a random password.
Enters Values into the registry to be available upon
reboot

@ Once finished the WSUSAdmin account is deleted

Select options and click "Start to install Microsoft
updates on your compiter.

' [¥]Back up existing systeri files
| @lainomatic rebool and recall
[71Show Iog file




How to Install

@ Installs Updates

How to Install

@ Results

o i :
Info: update (v. 3.12) on Computer (user
Info: Found windows varsion 5.1 Cwep enu

info: Found service pack verston 2

Infa: Found windows ypdate_agent version 7.Q.6000,374
Infao: Found windows installer version 3.1.4000, 2435
Info: Found windows scrﬂiut host versdon 5.7.0,5730
nfo; Found internet explorer version 7.9.5730.11
warning: uUpdate KB931906 not found

warning: update kB820830 not found

warning: None of the missing updates was found

Info: Ending update

username)
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Additional Information

Installs only Windows updates classified by
Microsoft as being security-related

Malicious Software Removal Tool is omitted by
the script

Pulls info from the same Microsoft catalog used
by MBSA

Installs updates using Windows Update Agent
used with the normal online update

Refer to handout for more info

Questions
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